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Nearly

2/3
1/2

of organizations currently use

exception reporting or
anomaly detection techniques
in their fraud-related initiatives

AND

MORE THAN

use automated monitoring
of red flags or violations of
business rules.

The use of artificial intelligence
and machine learning as part of
organizations’ anti-fraud
programs is expected to almost

TRIPLE
over the next two years.
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Over the next two years, the use of each of these types
of analytics is expected to grow to
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64%

of organizations say the

increased volume of
transactions they can
review with data analytics
is very beneficial to
their anti-fraud programs.

72% of organizations.

The risk areas where organizations
most commonly use data analytics to
monitor for potential fraud are

purchasing (41%)
and

disbursements
(38%).

���
ONLY

39%

of organizations use a
formal case management
software program.

26% of organizations currently use biometrics as part of their anti-fraud
programs, and another 16% expect to deploy biometrics as part of their
programs over the next two years.

Key Findings

Only

9%

of organizations currently use

blockchain/distributed ledger technology
or robotics as part of their anti-fraud programs.

29%

of organizations currently contribute to a
data-sharing consortium to help prevent
and detect fraud

financial

concerns

are the biggest obstacle
for many organizations
in adopting new anti-fraud
technology;

And another

21%

Budget and

would be willing to contribute to one in
the future.

55%

of organizations expect
to increase their budgets

for anti-fraud technology
over the next two years.

Anti-Fraud Technology Benchmarking Report

80%
of organizations noted
this factor to be a

major
or

moderate
challenge.
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Introduction

InTRODUCTION
Technological advancements present opportunities for both fraud perpetrators and those trying to stop them. As
criminals find new ways to exploit technology to commit their schemes and target new potential victims, anti-fraud
professionals must ensure they are likewise adopting new technologies that are the most effective in navigating the
evolving threat landscape.
But which technologies are most effective in helping organizations manage their fraud risk? Which tools provide
benefits that outweigh the costs? How are organizations successfully harnessing the power of data and technology
as part of their anti-fraud programs?
We know the answers to these and other questions can be crucial in gaining management buy-in and successfully
implementing new anti-fraud technologies. Consequently, we conducted this benchmarking study to help organizations understand what anti-fraud technologies their peers are using and to assist in guiding future adoption of
anti-fraud technologies. We hope the information contained in this benchmarking report helps organizations effectively evaluate anti-fraud technologies so that they can remain one step ahead of potential fraud perpetrators.

Methodology
In February 2019, we sent a 19-question survey to 41,181 randomly selected ACFE members. Respondents were asked
to provide information about their organizations’ use of various technologies as part of their anti-fraud initiatives.
Survey responses were collected anonymously. We received a total of 2,255 survey responses, 1,055 of which were
usable for purposes of this report. This report provides a summary of respondents’ answers to the survey questions.

The Anti-Fraud Technology Benchmarking Report was developed in partnership with
SAS. As part of their support for this project, SAS offers complimentary access to a SAS
Visual Analytics report where readers can further explore the survey results with interactive charts based on various demographic categories, including industry and geographic
region. View the SAS Visual Analytics report at www.sas.com/fraudsurvey.
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How Are Organizations
Using Data Analytics in
Their Anti-Fraud Initiatives?
Data analytics typically refers to the use of analytics software
to identify trends, patterns, anomalies, and exceptions in data.
In recent years, organizations have increasingly adopted data
analytics techniques and approaches to assist with marketing,
customer service, brand protection, financial management, and
numerous other areas, including fraud prevention and detection.

Data Analytics

What Data Analysis Techniques Do Organizations Use to Fight Fraud?
anti-fraud field the longest of the techniques in our survey, so it stands to reason that they have been adopted
by the largest percentage of organizations. Our survey
data also indicates that these analytic approaches will
continue to be the most common, with a total of 72% of
organizations expecting to use each of these techniques
over the next two years.

With regard to fighting fraud, a variety of techniques and
technologies can be used to analyze data in order to
find red flags and control gaps that might indicate the
potential for misconduct. We asked survey respondents
about the types of data analytics their organizations
currently use as part of their anti-fraud initiatives, as well
as the types of analytics they expect their organizations
to adopt or deploy in the next one to two years.

Data visualization and predictive analytics/predictive
modeling are comparatively newer types of analytics
As shown in Figure 1, nearly two-thirds of organizations
techniques that have been or are expected to be adoptcurrently use exception reporting or anomaly detection
ed by a significant portion of organizations. In the next
techniques in their fraud-related initiatives, and more
two years, these types of analytics are likely to be used
than half have implemented automated monitoring of
by a cumulative
andfraud?
52% of organizations, respecred What
flags ordata
violations
of business
rules. Thesedo
types
of
analysis
techniques
organizations
use to 47%
fight
tively, as part of their anti-fraud initiatives.
techniques are often considered among the more traditional analytic approaches and have been used in the

FIG. 1 What data analysis techniques do organizations use to fight fraud?
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Data Analytics

Our study also reveals that the use of artificial
intelligence and machine learning is expected
to grow considerably over the next two years.
While only 13% of organizations are currently applying these technologies to prevent and detect
fraud, the implementation rate is likely to almost
triple in the near future as more organizations
adopt this technology.

The use of artificial
intelligence and machine
learning is expected to grow
considerably over the next
two years.

For organizations currently employing each
of these techniques, we inquired about what
specific software programs they use to support
that initiative. Figure 2 shows the most common
programs for each analytic technique. Interestingly, across all categories, a significant number
of organizations are still developing their own
in-house, proprietary technologies to support
their anti-fraud analytics initiatives, rather than
purchasing third-party tools.

FIG. 2 What are the most common programs for each analytic technique?
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Data Analytics

In What Risk Areas Do Organizations Use Data Analytics to Monitor
for Fraud?

The decision to use data analytics to monitor for fraud
within specific business functions and operations often
varies based on numerous factors, including access to
data, technological or process limitations, and assessed
level of risk. We asked respondents to note the risk
areas for which their organizations currently use data

analytics or automated monitoring tools to identify red
flags of potential fraud. In general, organizations are
proactively monitoring their data across numerous fraud
risk areas, with the most prominent being purchasing
(41%), disbursements (38%), fraud by customers/first-party fraud (35%), and travel and entertainment (34%).

FIG. 3 In what risk areas do organizations use data analytics to monitor for fraud?
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Data Analytics

What Sources of Data Do Organizations Use in Their Anti-Fraud Data
Analytics Initiatives?

zations use internal unstructured data, and 26% gather
Obtaining a full picture of potentially fraudulent activity
data from employee devices that are connected to the
often involves gathering and analyzing data from multiorganization’s network. Some organizations are also
ple sources. Nearly three-quarters of the organizations
bringing in data from outside sources, such as public rein our study use internal structured data to conduct their
cords (43%), government watch lists (32%), social media
anti-fraud analytics tests, making this by far the most
What
sources
of data
do organizations
use in their
anti-fraud
data analytics
initiatives?
(29%),
and other third-party
data sources
(27%).
common
data source.
In contrast,
only 30% of organi-

FIG. 4 What sources of data do organizations use in their anti-fraud data analytics initiatives?
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Data exists in two formats: structured and unstructured. Structured data is data that is
formatted in recognizable and predictable structures, such as the data found in databases and spreadsheets. Examples of structured data include sales records, payment
or expense details, and financial reports. Unstructured data, in contrast, is data found
outside structured databases and spreadsheets. Examples of unstructured data include
text documents, email and instant messages, and image files.
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Data Analytics

How Beneficial Is Data Analytics to Different Areas of Organizations’
Anti-Fraud Initiatives?

When attempting to implement new anti-fraud technologies, obtaining management buy-in can be a challenge for
many organizations. Part of overcoming this challenge involves being able to articulate and prove the benefits that
such technology can provide. For survey respondents who are currently employing data analytics in their anti-fraud
programs, we asked how beneficial the use of this technology has been with regard to the following considerations:
•
•
•
•

Volume, enabling them to review more transactions and identify more cases of suspected fraud
Accuracy, resulting in a reduced false-positive rate
Efficiency, by automating time-consuming tasks
Timeliness, allowing them to detect anomalies more quickly

Figure 5 shows that the vast majority of organizations experience substantial benefits from their use of
anti-fraud analytics, with 83% to 90% of organizations rating their analytics programs as being either very
beneficial or fairly beneficial in each of these four areas. The top benefit realized pertains to volume: 64% of survey
respondents said the increased volume of transactions they can review using data analytics is very
beneficial
their anti-fraud
programs.
How to
beneficial
is data
analtyics to different areas of organizations’ anti-fraud initiatives?

FIG. 5 How beneficial is data analytics to different areas of organizations’ anti-fraud initiatives?
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What Other Technologies
Are Organizations Using in
Their Anti-Fraud Initiatives?
In addition to data analytics, numerous other types of
technologies can be used to improve an organization’s
ability to effectively and efficiently combat fraud. To help
organizations assess their full anti-fraud technology toolkit
and to provide insight into other organizations’ use of
various anti-fraud software programs, we collected data
about the types of case management, digital forensics,
online-evidence capturing, and other emerging technologies
used by the organizations in our study.

BEYOND Data Analytics

Are Organizations Using Case Management Software?

Part of effectively managing fraud cases involves being able to track and report on the
results of all the organization’s fraud investigations. Our data indicates that only 39%
of organizations currently use a formal case
management software program. Within those
organizations, it is most common to use an
in-house developed, proprietary program.
Others use a variety of third-party programs.

���

FIG. 6 Are organizations using case management software?
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No
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FIG. 7 What are the most common case management software programs?
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BEYOND Data Analytics

Are Organizations Using Digital Forensics/E-Discovery Software?

The use of digital forensics and e-discovery
software is not common among the organizations in our study. Only approximately
one-quarter of survey respondents indicated
that their organizations have adopted such a
program. Of those that have, EnCase is the
most common, followed by AccessData’s
Forensic Toolkit.

���

FIG. 8 Are organizations using digital forensics/
e-discovery software?

74%
No

FIG. 9 What are the most common digital forensics/e-discovery software programs?
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26%
Yes

Beyond Data Analytics

Are organizations using online-evidence
capturing
software?
Are Organizations Using Online-Evidence Capturing
Software?

As shown in Figure 10, many organizations collect
data from online sources as part of their anti-fraud
initiatives. The collection of online evidence often
implicates privacy, verification, and retention considerations that are not present when an organization captures or analyzes its own internal data. Because of the specialized nature of this type of data
collection, various software programs have been
developed to assist with collecting, documenting,
and preserving online evidence. However, our
study shows that the use of this type of software is
still relatively uncommon, with just 30% of organizations employing online-evidence capturing
programs. Of those that do, many have developed
their own in-house, proprietary programs.

���

FIG. 10 Are organizations using online-evidence
capturing software?
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30%
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FIG. 11 What are the most common online-evidence capturing software programs?
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BEYOND Data Analytics

What Emerging Technologies Are Organizations Using to Fight Fraud?
robotic process automation, are currently used less
frequently than biometrics (9% of organizations for both
categories), but a similar proportion of organizations
expect to implement these technologies in the next two
years. The technology least likely to be adopted as part
of anti-fraud programs is virtual or augmented reality;
only 6% of organizations currently use this technology,
and nearly two-thirds of the organizations in our study
do not expect to employ virtual or augmented reality as
part of their anti-fraud initiatives.

We asked survey respondents about their organizations’ current and expected use of several emerging
technologies as part of their anti-fraud initiatives; their
responses are reflected in Figure 12. The most common of these technologies currently being used to fight
fraud is biometrics (e.g., fingerprint, facial, or keystroke
recognition), with more than one-quarter already using
such techniques and another 16% expecting to employ
biometrics within the next two years. Both blockchain/
distributed ledger technology and robotics, including

What emerging technologies are organizations using to fight fraud?

FIG. 12 What emerging technologies are organizations using to fight fraud?
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BEYOND Data Analytics

Are Organizations Contributing to Data-Sharing Consortiums to Help
Prevent or Detect Fraud?

Some industries and groups have established data-sharing consortiums, in which
they feed certain data into an aggregated
database that all member organizations can
access. These initiatives are designed to
help member organizations benefit from the
collective data of the consortium in order to
identify trends and protect themselves from
known threats.
Of the organizations in our study, 29% currently contribute to such a consortium, and
another 21% would be willing to contribute in
the future. However, half of the respondents
indicated that they do not have any plans to
participate in a data-sharing consortium to
help prevent and detect fraud. Sharing data
in this way can provide large benefits, but
there are numerous reasons organizations
might opt out of such initiatives, such as
privacy concerns and logistical challenges in
disclosing their data to other organizations.

FIG. 13 Are organizations contributing to data-sharing
consortiums to help prevent or detect fraud?
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What Challenges Do
Organizations Face in
Implementing New
Anti-Fraud Technology?
While technological advancements can bring many
benefits, adopting new technology often comes with
challenges and potential barriers to success. Anti-fraud
technology is no different.

Technology Implementation Challenges

FIG. 14 What challenges do organizations face in implementing new anti-fraud technology?
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We asked survey respondents how significant several common issues are when attempting to adopt new anti-fraud
technology at their organizations. Figure 14 shows that budget and financial concerns are the biggest obstacle for
many organizations, with 80% noting this factor to be a major or moderate challenge. Other common challenges include limitations in staffing and in-house skill sets (73%), concerns about poor data quality or integration issues (70%),
and a lack of perceived return on investment (69%).

budget and
financial concerns
are the
biggest obstacle
for many organizations.

Anti-Fraud Technology Benchmarking Report

19

How Are Organizations’
Anti-Fraud Technology
Budgets Expected to
Change in the Next
Two Years?

BUDGET EXPECTATIONS

While financial restrictions are a significant challenge for a large percentage of organizations when it comes to implementing new anti-fraud technology (see Figure 14), there is some good news. Of the organizations in our study, 55%
expect to increase their budgets for anti-fraud technology over the next two years—17% significantly and 38% slightly.
Another 40% expect to have their budgets for such technology remain level. Only 6% of the organizations anticipate
having their financial resources for anti-fraud technology reduced over the next two years.

FIG. 15 How are organizations’ anti-fraud technology budgets expected to change in the next two years?
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Respondent
Demographics

Respondent Demographics

Respondents’ Professional Role
To understand the nature of how our respondents use anti-fraud technology, we asked about their specific anti-fraud
roles. This information helps provide context for the findings in this report.
More than half (55%) of the respondents to our survey stated that they work in-house and conduct fraud prevention,
detection, or investigation activities within a single company or agency, meaning that their use of anti-fraud technology likely affects only their employing organization. In contrast, 23% of respondents work for a professional services
firm that performs anti-fraud engagements on behalf of other entities, and one-fifth work for a government, regulatory, or law enforcement agency that conducts fraud investigations involving outside parties. Respondents in the latter
two categories likely use anti-fraud technology in ways that pertain to their clients or investigation targets, meaning
their use affects numerous organizations, not just their employers.

FIG. 16 Respondents’ professional roles
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Respondent Demographics

Size of Respondents’ Organizations
Resources and budgets can vary widely by organization size, so understanding how many employees the respondents’ organizations have can be helpful for context in analyzing the use of anti-fraud technology. Figure 17 shows
that respondents’ organizations were fairly evenly distributed among size categories, with a slightly larger proportion
Size
oftorespondents’
(29%) working at organizations with
1,000
9,999 employees. organizations

FIG. 17 Size of respondents’ organizations
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10,000+ employees

Respondent Demographics

Region of Respondents’ Organizations
We asked survey respondents about the geographical location of their organizations’ headquarters. As noted in
Figure 18, nearly half of the organizations in our study are located in the U.S., while 13% are in Western Europe, and
12% are in Sub-Saharan Africa.

FIG. 18 Region of respondents’ organizations
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Respondent Demographics

Industry of Respondents’ Organizations
of respondents’
The pervasiveness andIndustry
types of technology
used can varyorganizations
across industries, and organizational leaders often wish
to benchmark their own programs against other entities in the same sector. Consequently, we asked survey respondents to identify the primary industry of their employing organization. The top three industries covered by our survey
responses were banking and financial services (21%), government and public administration (17%), and professional
services (16%).

FIG. 19 Industry of respondents’ organizations
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This report contains analyses of our survey findings based on all responses received in
all demographic categories. For sub-analyses based on specific industries, regions, and
organization sizes, please visit www.sas.com/fraudsurvey.
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85,000 members in more than 180 countries, the ACFE is reducing business fraud worldwide and providing the training and resources needed to fight fraud more effectively.
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